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A B S T R A C T   

The rapid development of e-commerce, e-banking, and social networks has made phishing attack detection one of 
the most critical technologies in all cyber security systems. To improve the efficiency of anti-phishing techniques, 
we present an improved predictive model based on machine learning. The proposed method uses six different 
algorithms; Logistic Regression, K-Nearest Neighbors, Naive Bayes, Random Forest, Support Vector Machine, and 
Extreme Gradient Boosting (XGBoost). The experiments are based on a public dataset of 58,000 legitimate 
websites and 30,647 phishing ones, including 112 attributes for each sample. Our evaluations in the feature 
selection process show that after balancing the dataset and dropping constant features, a noticeable improvement 
can be achieved. We conducted our evaluation found on eight major unique scenarios. The experimental results 
of our phishing websites detection (PWD) method indicate remarkable performances in which each algorithm 
reached an accuracy of more than 93%, and the XGBoost classifier outperforms others with 99.2% overall ac
curacy, 99.1% precision, 99.4% recall, and 99.1% specificity. In addition, the study achieved optimal run-time of 
about 1500 ms for the XGBoost algorithm without dimension reduction while using Principal Component 
Analysis (PCA) reduces it down to just 869 ms. As a result, the proposed approach would be practical in both 
offline and real-time applications.   

1. Introduction 

Free access to information sources and public networks is considered 
a very primitive right in many countries. Since the internet age, 
fundamental changes have been imposed on human being lifestyles to be 
well adapted. Owing to the fact that e-commerce and users’ online 
purchases have been increasing rapidly, phishing has become one of the 
most threatening forms of internet attacks. The preparation to defend 
our resources is set to become a vital factor in our contemporary society 
[1]. By entering sensitive information on fake websites that look like the 
original ones, the user gives access to their credit card details, pass
words, and etc., to fraudulent websites. 

These kinds of attacks target ordinary people who do not know much 
about threatening cyber-attacks and cyber security issues, as well as 
companies and social networks. In phishing attacks, fraudsters exploit 
the resemblance between authentic and phishing websites that look 
precisely similar. Moreover, they host their fake websites in genuine 
domains, available on Google or different service providers. They even 
advertise those websites on other legitimate websites to attract people 

from all walks of life [2]. 
The other action they take is to send fake emails that usually contain 

either a sense of fear or urgency, such as requesting to change their 
passwords to avert debit/credit card suspension or attaching a fake 
website link to the email. Similarly, by means of social media platforms, 
namely WhatsApp, Facebook, and Instagram, they convince people to 
give them critical information. By updating their confidential creden
tials unknowingly, users give cybercriminals access to their personal 
information. Thus, they gain access to people’s credit/debit cards and 
can harm those individuals [3,4]. Phishing attacks can be found any
where; in the past, they only tried to charge people; however, these days, 
they deliver malicious software and other things to the victims, such as 
computers and cell phones [5]. 

Approximately half of all cyber fraud affecting Internet users in
volves phishing attacks. In addition to the problems mentioned earlier 
with phishing, it must be noted that phishing attacks have trebled in 
2022 compared to 2020, indicating the need for new technologies in this 
field. Phishing is the main threat to industries, namely e-commerce and 
Internet banking, especially in developing countries where facilities are 
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not up-to-date enough to recognize these threats before happening [6]. 
It is possible to protect these users from phishing attacks using various 
techniques, including the rule-based approach [7], the heuristic 
approach [8], URL-based approaches [9–11], and machine learning 
(ML) approaches. 

With advances in machine learning and deep learning, it is possible 
now to achieve high-accuracy algorithms [12–16]. For practical pur
poses, these algorithms ought to accurately classify phishing and legit
imate websites. Classification algorithms are widely deployed to 
categorize data into some classes or categories based on their essential 
differences or similarities [17–19]. 

As it is clear, among the machine learning techniques, classification 
algorithms are appropriate for phishing problems. In the phishing 
website detection problem, the needed features are extracted from 
different sources such as URLs, DNS, or information stored on other 
websites such as Phishtank or WHOIS [20,21]. 

Along with this development, unfortunately, the existing machine 
learning approaches have had several problems, such as low accuracy, 
lack of adaptations to real-world challenges, low speed, relatively small 
dataset, etc. Consequently, there is a requirement for a high-accuracy, 
fast, and dependable machine learning approach to meet those 
demands. 

Although the mentioned approaches are helpful, supervised ml- 
based ones are more popular because of their reliability and high ac
curacy. They are primarily used for classification, which is the case in 
phishing problems. In [22], various techniques were used to select fea
tures and several algorithms, including Random Forest (RF), Neural 
Networks (NN), Bagging, etc. In [23], they generated a new classifica
tion model based on heuristic features using third-party URLs, source 
code, and services. The highest accuracy was achieved by Principal 
component analysis Random Forest (PCA-RF). [24] introduced a novel 
features selection based on hybrid ensemble (HEFS), which is a 
two-phase process. In [10], they used various classification algorithms 
and an NLP-based approach on a relatively large dataset with just over 
73,500 instances extracted from URLs. The other URL-based approach 
was presented in [9], which analyses hyperlinks in the website’s HTML 
source code to detect phishing attacks and evaluates results with several 
algorithms namely RF, Support Vector Machines (SVM), C4.5, etc. 

In [25], four sets of features were used to identify phishing in online 
banking. Web pages are classified using SVM. 

In [26], a novel algorithm was proposed to detect phishing, which 
uses Binary Modified Equilibrium Optimizer (BMEO) coupled with an 
AV-shape transfer function (AV-BMEO) and KNN. 

Our study uses supervised machine learning to classify phishing 
websites. Dropping constant features as a result of the feature selection 
procedure tries to decrease the run time while increasing the accuracy of 
our algorithm. Due to the fact that phishing website classification is an 
imbalanced problem, in the targeted dataset [27], phishing instances are 
less than legitimate ones; thus, the SMOTEENN method is used by us to 
balance the dataset and leads to achieving higher accuracy compared to 
the imbalanced dataset. In this study, we compare different algorithms, 
including random forest (RF), SVM, logistic regression (LR), KNN, Naive 
Bayes, and Extreme Gradient Boosting (XGBoost), on the balanced 
dataset. Finally, in detail, the performance evaluation measurements 
including accuracy, recall, precision, F1_score, and specificity are uti
lized to examine the effectiveness of classification algorithms. 

1.1. Motivation 

Internet advancements have resulted in an increase in fraudster ac
tivities owing to a variety of factors, including the increase in online 
transactions and the limited knowledge of users in this field. In the first 
quarter of 2022, APWG recorded 1025,968 phishing attacks [6]. 
Phishing attacks against social media sets increased from 8.5% in the 
last quarter of 2021 to 12.5% in the first quarter of 2022. About 65% of 
cybercriminals utilize spear phishing emails as their primary attack 

method [6] (see Fig. 1). Phishing websites are also places where in
dividuals are scammed and tricked into paying extra fees. Consequently, 
in this era, it is imperative that resources are protected from these at
tacks. As well as causing damage to infrastructures, phishing attacks are 
also causing high costs for governments and individuals. The use of 
phishing websites when making online purchases can result in in
dividuals being charged up to ten times more than they should be 
charged. Along with the above costs, tracing the roots of these issues is 
extremely time-consuming for both individuals and governments. To 
address this issue, we have developed a real-time high-accuracy 
approach that can be used to detect phishing websites efficiently with 
low error rates. 

The upcoming sections of the paper are as follows. A review of the 
works in the literature is presented in Section 2. Section 3 describes our 
methodology and techniques to develop the best classifier for phishing 
website detection. Section 4 examines the implementation detail, eval
uation metrics, and experimental results in profound detail, and Section 
5 explains the conclusion and future works. 

2. Related works 

Typically, phishing website detection (PWD) algorithms rely upon 
supervised machine learning techniques. An algorithm (classifier) maps 
inputs to outputs using a particular function [28,29]. In the process of 
learning, a classifier learns several features (variables or inputs) that 
help predict the output (response). A classifier learns a website’s specific 
features (characteristics) to determine whether it is legitimate or 
phishing [30]. 

In [9], they proposed an approach to detect phishing websites 
incorporating various hyperlink-specific features. Machine learning al
gorithms were trained using 12 categories of hyperlink-specific features. 
A third party was not required, and it is an entirely client-side solution. 
Furthermore, that method is language-independent and detects websites 
written in any language. SMO, NB, RF, SVM, Adaboost, NN, C4.5, and 
Logistic Regression (LR) were used, and as far as accuracy is concerned, 
LR achieved the highest value of 98.42%. 

A new real-time phishing detector system was suggested in [10], 
with the help of various algorithms and natural language processing 
(NLP)-based features learned from a relatively extensive URL dataset 
with just over 73,500 instances extracted from URLs (36,400 
non-phishing and 37,175 phishing). They called this work language 
independence due to the usage of NLP. Decision tree, Adaboost, K-star 
(with only ten percent of the dataset because of the time it takes to 
process it), KNN (n = 3), RF, SMO, and NB were used, in which K-star, 
KNN, NB, and the hybrid features (a combination of NLP features and 
word vectors) involved, while for rest of the features of the algorithms 
were used. Moreover, NLP features outperformed the classification of 

Fig. 1. Phishing attacks from the last quarter of 2021 to the third one in 2022, 
according to [6]. 
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URLs in almost all ML algorithms except NB. Also, hybrid features in
crease the system’s performance by 2.24% based on NLP features and 
13.14% based on word vectors. The best accuracy (about 98%) was 
attained by RF, which uses NLP features only. 

In [24], a feature selection framework in ML-based phishing classi
fication was introduced, and it was called the Hybrid Ensemble Feature 
Selection (HEFS), which is a two-phase process in total. A Cumulative 
Distribution Function gradient (CDF-g) algorithm is used in the initial 
stage to create a primary feature subset. Data perturbation ensembles 
were used to generate a secondary feature subset. In the next stage, a set 
of base attributes was extracted from the latter subset by utilizing a 
function perturbation ensemble. They concluded that the best result 
could be achieved by integrating RF and HEFS, where they attained an 
accuracy of 94.6% with just 20.8% of the original attributes. Another 
experiment showed that the base features (in total 10) used on RF are 
more successful than the whole features (48 in total) used on SVM, NB, 
and C4.5. 

In [31], an ML-based anti-phishing system was introduced, and they 
called it PHISH-SAFE. This system takes advantage of URL features. To 
evaluate the system accurately, they took only 14 features from more 
than 33,000 phishing and legitimate URLs from different sources 
extracted from Phishtank.com, including IP addresses, subdomains, 
length of URLs, etc. Java was used for feature extraction, and then the 
attributes were stored in a matrix’s rows which is sparse. Two ML al
gorithms were used to assess the result of PHISH-SAFE, namely NB, and 
SVM; the SVM classifier performed better with an accuracy of just over 
90% in detecting phishing websites. Although in this work authors took 
advantage of a relatively large dataset with more than 33,000 instances, 
the dataset has only 14 features, which makes it a non-practical one 
compared to other research projects. In terms of accuracy, it only ac
quired an accuracy of 90%, which is also not much practical in 
real-world problems. These limitations ought to be considered in this 
work. 

In [32], they aimed to examine the usefulness of different ML tech
niques and algorithms in recognizing phishing attacks and report their 
pros and cons. They also designed a phishing classifier system to over
come widely used phishing detection techniques. The study also used a 
numeric representation and compared classical machine learning tech
niques, including RF, KNN, Decision Tree, Linear SVM classifier, 
One-class SVM classifier, and wrapper-based features selection, which 
includes URL information, and the dataset was gathered from different 
sources with Data Mining approaches. RF achieved the best accuracy 
with 96.87% overall. 

An evaluation of up-to-date studies on phishing classification using 
auguring modeling was presented in [33], along with a discussion of 
whether these approaches are applicable to phishing attacks or not. 
Using real phishing datasets and a variety of evaluation measures, they 
tested four sundry rule-based classifiers, including greedy, associative, 
and rule induction approaches. Furthermore, they compared the derived 
classifiers with classical algorithms, such as Bayes Nets and Simple Lo
gistics. Predictability models with rules were compared to determine 
their strengths and weaknesses and their actual performance in detect
ing phishing. It has demonstrated that eDRI, a recently developed greedy 
algorithm, produces valuable models and is highly competitive in terms 
of prediction accuracy and run-time when used as an anti-phishing tool. 
Notably, rule-based classifiers had an average error rate of 5.93%, 
higher than Bayes Net and Simple Logistics by 1.08% and 0.47%, 
respectively. 

Scientists in [34] developed a phishing classification based on 
website URLs using a point-wise mutual information method. Addi
tionally, a system for identifying phishing websites with the help of 
machine learning was created. They used several techniques, including 
"Sentiment, Embedding, Lexicon characteristics, and PMI-semantic 
orientation." Regarding algorithms, SVM, RF, NB, KNN, and Decision 
Trees were applied to extracted features. RF outperformed among those 
algorithms after ten-fold cross-validation, with an accuracy of 90.363% 

when the train-test ratio is 80 to 20. According to the study, both 
multi-class and binary scenarios show promising results in terms of 
"kappa values, improved accuracy, and f-values. Even though several 
algorithms were utilized along with some helpful techniques, 92.5% 
overall accuracy can definitely be considered a limitation of their work. 

In [35], an ML-based classification model was introduced with 
improved effectiveness in detecting phishing websites. The predictive 
model’s feature selection module constructed an effective feature vec
tor. An incremental component-based system extracts this information 
from URL, webpage properties, and webpage behavior, then presents it 
as feature vectors to the models. The system uses SVM and NB, which 
were trained on a 15-dimensional feature set. They examined a tiny 
dataset consisting of 2541 phishing instances and 2500 legitimate ones. 
Both SVM and NB models demonstrate outstanding performance with 
only 0.04% False Positives and 99.96% accuracy using ten-fold cross-
validation. The dataset has a relatively small number of instances 
compared to other works, which cannot be a comprehensive approach to 
take in phishing detection problems. 

In [36], the authors put emphasis on studying phishing attacks 
through the eyes of the URL and Domain Identity feature, Abnormal 
Features, HTML and JavaScript Features, and Domain Features as se
mantic features to detect phishing websites, allowing the classification 
process to be more controlled and effective by using the semantic fea
tures. Using 16 machine learning algorithms and 10 semantic features, 
they were able to detect phishing webpages from two datasets using 16 
machine learning algorithms. According to the comparison results, 
GradientBoostingClassifier and RandomForestClassifier were the most 
accurate (i.e., about 97%). Compared to other classifiers, GaussianNB 
and stochastic gradient descent (SGD) are the least accurate; 84% and 
81%, respectively. 

CANTINA operated on the content of the websites that are text. 
Search engines that use the term frequency and inverse document fre
quency (TF-IDF) algorithm can identify phishing websites based on the 
words that frequently appear in the textual content of websites. 
Furthermore, it includes heuristics and a straightforward linear model 
for classifying websites. Due to the fact that this approach relies upon 
the textual content of the dubious website, it stops working when images 
replace the explicit content. Since it relies upon third-party search en
gines, it has a performance problem [37]. 

In [38], a new approach based on CANTINA+ was proposed, which is 
an innovative feature-based approach that used the DOM to detect 
phishing and incorporates a search engine, mediator services, and ML 
techniques. In addition, two distinctive filters were designed to help 
decrease False Positives (FP) and quicken the run-time. In the first de
tector, hashing was used to detect highly similar phishing attacks. Sec
ondly, there was a filter for the login system, which identifies legitimate 
web pages without a login form. Those methods were tested on a rela
tively small dataset with only 8118 phishing and 4883 non-phishing 
instances. Also, they compared the result of CANTINA+ with several 
machine learning algorithms. Based on the randomized evaluation, 
CANTINA+ achieved 92% True Positive (TP) on unique testing phishing, 
99% TP on near-duplicate testing phishing, and 0.4% FP with 10% 
training phishing. In a time-based evaluation, CANTINA+ achieved 
more than 99% TP for near-duplicate testing phishing and approxi
mately 1.4% FP for training phishing less than 20%. 

In [39], they conducted research on recognizing web phishing with 
concept features. Along with the features that were introduced in 
CANTINA [37], they applied additional domain top-page resemblance 
features to an ML-based phishing classifier to achieve more accuracy. 
However, the dataset was relatively too small, with only 200 web data; 
half of them are phishing websites, and the rest are legitimate. Several 
different ML algorithms were used; NB, Neural Network (NN), RF, SVM, 
J48, and Adaboost. The f-measure of these algorithms were 0.8100, 
0.9250, 0.9140, 0.9120, 0.8910, and 0.9050. The least error rate is for 
NN. Regarding the results, they could not manage to reach a high ac
curacy in general. The highest accuracy, in this case, is 92.5%. Thus, it 
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can definitely be considered a limitation of their work. However, ac
quired results indicate that even with feature alteration of CANTINA 
[37], the ML-based method exceeds the heuristic method. 

A classifier was presented in [23] that works with heuristic attributes 
that were retrieved from URLs, source codes, and mediator services. The 
model had been assessed by several ML classification algorithms. RF 
outperformed all other algorithms with an accuracy of more than 99%. 
The remaining approach was also examined with and without 
third-party-based aspects to determine the efficiency of arbiter offerings 
in classifying dubious websites. Lastly, the results were also compared 
with the base methods (CANTINA and CANTINA+ [37,38]). 

In [40], they proposed a new approach to record and recognize the 
critical features for ML-based classification of phishing websites. Ma
chine learning uses a variety of features in the detection process. Based 
on research studies, the following features were collected and grouped:  

• Features based on URL  
• Domain-related attributes  
• Features derived from pages  
• Content-Based attributes 

To determine if a website contains phishing URLs, it is first necessary 
to analyze its URL-based features. Some of these are:  

• Counting the digits in the URLs  
• Entire length of URLs  
• Is URLs Typo squatted or no 

By detecting a phishing domain, phishing attacks can be detected. 
Hence, passive queries related to domains that are intended to be 
deceptive or misleading do not provide useful information. Some of 
them are listed here [40]:  

• An established standing service has blacklisted the domain name or 
IP address?  

• The domain registration was acquired how many days ago?  
• Does the registrant’s name appear obscured? 

Regarding features that rely upon pages, which help give informa
tion about the reliability of websites, some of them listed in the paper 
are:  

• Global PageRank  
• Country PageRank  
• Position at the Alexa top 1 million sites 

Moreover, others provide information about the users’ activity on 
the landing page, and several of them are as follows:  

• Mean of page views for each site  
• The average of length of visits  
• The amount of each country’s traffic share  
• etc. 

The last introduced feature is the content-based feature, in which an 
active scan of the target domain is required to get this functionality. In 
order to determine whether the target domain is being used for phishing, 
page content starts processing. Page processing information includes:  

• Title of the pages  
• Meta tags  
• Text that are hide  
• Text in the body page  
• Images  
• etc. 

As part of [41] survey, a detailed analysis of phishing attack methods 
and defense techniques was conducted in order to address existing 
phishing detection limitations. It was further divided into five folds by 
the authors. The first phase of this study focused on motivations, life
cycles, and phishing history. Additionally, a variety of distribution 
methods were introduced for the purpose of spreading phishing attacks. 
The next phase of the study included a taxonomy of various phishing 
attack techniques used on desktops and mobile devices. In the fourth 
phase, the development of phishing protection mechanisms will be 
compared. As a final point, the article presents a number of performance 
challenges that developers are confronted with when dealing with this 
important attack. It was also discussed in this paper what the conse
quences of phishing attacks are in emerging domains such as mobile and 
online social networks. 

Authors in [42] proposed a new protocol that uses timestamps to 
avoid desynchronization and disclosure, which is a crucial step toward 
improving the security of RFID-enabled IoT devices, and play a vital role 
in securing devices against different sorts of attacks. 

3. Methodology 

In the age of the internet, everything is virtual, and this is causing the 
rise of phishing attacks, especially as banking systems and e-commerce 
are going online. Both Internet users and the industry suffer tremendous 
economic losses as a result [1]. Consequently, it is imperative to develop 
practical solutions that provide high levels of accuracy and fast response 
times when it comes to detecting phishing attacks. In this study, we 
develop a practical method to detect phishing websites based on ma
chine learning approaches. Explaining the dataset with visualization 
tools, feature selection, performing Imblearn’s SMOTEENN to make the 
dataset balanced, creating an innovative model, testing, and ultimately 
juxtaposing the results are the components of our method to detect 
phishing websites. In Fig. 2, the individual components that make up the 
proposed phishing detection system can be seen. 

The dataset is then utilized for training a model. As shown in Fig. 2, 
the model’s outcome variable falls into two categories: Training and 
Testing. The model is trained with Logistic Regression (LR), KNN, Naive 
Bayes (NB), Random Forest (RF), Support Vector Machine (SVM), and 
XGBoost. In order to select the best features, constant features are 
detected and then dropped. The results show that removing re
dundancies in the data source that has no helpful information can reduce 
the run-time and increase the overall accuracy. Additionally, we balance 
the dataset using the SMOTEENN method. 80% of the dataset is used to 
train our model, and 20% of the dataset is used for testing to evaluate its 
performance. We also conduct our implementations found on eight 
different scenarios, but first, we should elaborate more details about the 
public dataset used in this study. 

3.1. Dataset 

The collection of data is the initial step in any data science project. 
Having the appropriate dataset is critical to ensuring the correctness of 
the outcomes. We ought to use a dataset that is capable of clarifying and 
explaining the differences between phishing and legitimate activity. In 
our work, a public dataset has been evaluated with a deep investigation 
to conclude whether it is proper to forecast future phishing attacks or 
not. All of the characteristics are gathered from Phishing Websites 
Dataset, which was published in 2020 [27]. The dataset has 88,647 
instances with 111 features and a labeled output column. According to 
Fig. 3, the number of non-phishing instances (0) is 58,000, and the 
number of phishing ones (1) is 30,647. This ratio of instances makes the 
dataset relatively imbalanced, and in order to resolve this issue, we use a 
balancing method described in the following sections of this paper. 
Moreover, the dataset neither does contain any categorical variables nor 
null values. Notably, all the features’ types are numbers, 111 of them are 
int64 and the only float64 feature is the “time_response” feature. 

M. Bahaghighat et al.                                                                                                                                                                                                                          



Journal of Information Security and Applications 77 (2023) 103553

5

In Tables 1 and 2, you can see a complete list of all 112 attributes 
(111 features + 1 output), and the definition of each is available in [27]. 
The attributes of the prepared dataset can be divided into six groups:  

• Attributes found on the entire URL properties  
• Attributes found on the domain properties  
• Attributes found on the URL directory properties  
• Attributes found on the URL file properties  
• Attributes found on the URL parameters  
• Attributes found on the URL resolving data and external metrics 

A thorough understanding of URL structure is necessary so as to 
understand how attackers create phishing domains. Web pages are 
addressed using a Uniform Resource Locator (URL). A typical URL 
structure is illustrated in Fig. 4. 

3.2. Preprocessing 

We use standardization and standard scaling to perform feature 
scaling, which is one of the most crucial steps in developing an ML-based 
application. Feature scaling is essential because ML algorithms do not 
work well when numeric input attributes are in widely different scales. 
For our study, the dataset is clean enough not to contain null values or 
categorical variables, so scaling the features with the standardization 
method is the only preprocessing step. In standardization, the data ought 
to conform to a Gaussian distribution with mean μ and standard devi
ation σ so it can be used for standardization methods. A statistical var
iable is standardized when it has a mean of zero and a standard deviation 
of one, which is known as a set of values [43]. Eq. (1) is used to stan
dardize a value: 

y =
(x − μ)
σ (1) 

Where the x is the value, we try to standardize it, μ is the mean, σ is 
the standard deviation, and N is the number of observed samples. Mean 
(μ) is calculated as: 

μ =
1
N
∑N

i=1
xi (2) 

Moreover, the standard deviation (σ) is calculated as: 

σ =

̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅

∑N

i=1

(xi − μ)2

N

√
√
√
√ (3)  

3.3. Feature selection 

Feature selection is an important step in machine learning which 
refers to selecting a subset of relevant features from a larger pool of 
available features to improve model performance. Feature selection can 
also reduce the complexity and computational requirements of a model 
by reducing the number of variables and allowing faster training. As a 
result, we considered feature selection procedure in our scenarios. 

3.3.1. Balancing the dataset 
In a classification problem, class imbalance occurs when some classes 

are more prevalent than others, so standard classifiers usually tend to be 
overtaken by major classes and ignore minor ones. In some practical 
applications, the ratio of minor to major classes can be quite dramatic, 
such as 1 to 100, 1000 to 10,000, or even more. This problem is common 
in many applications such as fraud/intrusion detection, phishing 

Fig. 2. Illustration of the proposed model on phishing dataset.  
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detection, and medical diagnostics/monitoring [43]. 
Class imbalance issues can be addressed in several ways, which have 

been previously proposed at the data and algorithm level. At the former 

stage, these solutions involve various forms of resampling. Directed 
undersampling (reinforming the selection of samples to remove), over
sampling by generating new samples based on information, and com
binations of the above techniques [43]. SMOTEENN, a combination of 
oversampling and undersampling, is selected in our study out of the 

Fig. 3. The proportion of phishing and legitimate values.  

Table 1 
List of features in the dataset (part 1) [27].  

qty_dot_url qty_dollar_url domain_spf 
qty_hyphen_url qty_percent_url tls_ssl_certificate 
qty_underline_url qty_tld_url qty_exclamation_domain 
qty_slash_url qty_dollar_file qty_space_domain 
qty_questionmark_url qty_equal_params qty_tilde_domain 
qty_equal_url qty_asterisk_params qty_comma_domain 
qty_at_url time_response qty_plus_domain 
qty_and_url ttl_hostname qty_asterisk_domain 
qty_exclamation_url length_url qty_hashtag_domain 
qty_hashtag_file qty_dot_domain qty_dollar_domain 
qty_questionmark_params qty_hyphen_domain qty_percent_domain 
qty_plus_params qty_underline_domain file_length 
email_in_url qty_slash_domain qty_and_params 
qty_mx_servers qty_questionmark_domain qty_dollar_params 
qty_space_url qty_equal_domain asn_ip 
qty_tilde_url qty_at_domain qty_redirects 
qty_comma_url qty_and_domain qty_vowels_domain 
qty_plus_url qty_percent_file domain_length 
qty_asterisk_url qty_at_params domain_in_ip 
qty_hashtag_url qty_hashtag_params server_client_domain  

Table 2 
List of features in the dataset (part 2) [27].  

qty_slash_directory qty_space_params url_shortened 
qty_questionmark_directory params_length qty_equal_file 
qty_dot_params time_domain_expiration qty_at_file 
qty_exclamation_params domain_google_index qty_and_file 
qty_percent_params qty_hashtag_directory qty_exclamation_file 
time_domain_activation qty_dollar_directory qty_space_file 
url_google_index qty_percent_directory qty_tilde_file 
qty_equal_directory directory_length qty_comma_file 
qty_at_directory qty_dot_file qty_plus_file 
qty_and_directory qty_hyphen_file qty_asterisk_file 
qty_exclamation_directory qty_underline_file qty_slash_params 
qty_space_directory qty_slash_file qty_comma_params 
qty_tilde_directory qty_questionmark_file qty_params 
qty_comma_directory qty_underline_params qty_nameservers 
qty_plus_directory qty_tilde_params phishing 
qty_asterisk_directory tld_present_params  
qty_hyphen_params qty_ip_resolved   
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mentioned techniques. Tomek’s link and edited nearest neighbors are 
two cleansing ways added to the pipeline after applying SMOTE over
sampling to get a cleaner space. Two out-of-the-box imbalance learning 
classes for merging undersampling and oversampling approaches are 
SMOTETomek and SMOTEENN [44]. 

Oversampling the minority class samples with SMOTEmek can level 
out the class distribution, but it does not solve the problem usually seen 
in datasets with skewed class distributions. The minority class space 
might be plagued by some majority class examples, making class clusters 
challenging to define. Additionally, intercalating minority class exam
ples can extend these class clusters and introduce artificial minority ones 
deeper into the majority class space. Subsequently, overfitting takes 
place when classifiers are induced in such situations. Applying Tomek 
links to an oversampled training set has been proposed as a data- 
cleansing strategy to provide better-defined class clusters. As a result, 
examples from both classes are eliminated rather than just the majority 
class examples contributing to Tomek links. The following mathematical 
expression can be used to express it. 

Let d(xi,xj) be the Euclidean distance between xi and xj, where xi 
represents the minority sample, and xj represents the majority sample. In 
the absence of a sample, xk fulfills the following condition [39] d(xi,xj) >
d(xi,xk) and d(xi,xj) > d(xj,xk). The SMOTEmek links approach was first 
taken into consideration to enhance the classification of example protein 
annotation problems in Bioinformatics [44]. This method’s rationale is 
similar to that of SMOTETomek links. Since Edited Nearest Neighbor 
(ENN) often eliminates more instances than Tomek links do, it is 
anticipated that it offers a more thorough data cleansing [40]. ENN is 
used to eliminate cases from both classes, in contrast to Neighborhood 
Cleaning Rule (NCL) [45] which is an undersampling technique [44]. 
SMOTEENN also tends to clean noisier samples than SMOTETomek [44, 
46]. 

3.3.2. Dropping constant features 
Data science allows us to deal curiously with different features in our 

dataset. For example, selecting important features with RF, using tree- 
based algorithms such as Decision Trees, removing constant features, 
etc. Constant features have similar/single values in all observations. 
From an information theory point of view, there is no information in 
these features. Thus, they cannot help ML models to predict the target 
more accurately while imposing more processing time. Thresholding 
variance can be used to drop constant features, but to understand how it 
works, we must answer two questions: What are variance and its 
threshold? Standard deviation is the square root of the variance (S2). 
Variance can be computed with Eq. (4): 

S2 =
1

n − 1
∑n

i=1
(xi − μ)2 (4) 

Another way to calculate the standard deviation is as follows: 

Standard deviation (σ) =
̅̅̅̅̅
S2

√
(5) 

Using the variance threshold, all features of the dataset that have low 
variance and are not crucial to the modeling process are removed (zero 
by default). As demonstrated in the following section, these features do 
not only add no improvements to the model but actually decrease its 
run-time. 

3.4. Algorithms description 

In this article, we perform a performance comparison of six different 
classification algorithms (including LR, KNN, NB, RF, SVM, XGBoost) to 
implement a high accuracy phishing website detection method based on 
machine learning. 

3.4.1. Logistic regression (LR) 
Although logistic regression is referred to as a regression model, it is 

a linear classification. In this model, the probabilities denoting the 
possible results of a single trial are modeled using the logistic function. 
As a type of sigmoidal curve (sigmoid curve), the logistic function or 
logistic curve follows the following formula: 

f (x) =
L

1 + e− k(x− x0)
(6) 

Where x0 is the initial given value, x is the value of the sigmoid 
midpoint; L, the curve’s maximum value, and k, the logistic regression 
growth rate of steepness of the curve. Moreover, assume X1,..., Xp 
represent the random variables thought to be elucidating variables and 
let Y represent the binary response variable of interest. LR uses below 
formula to relate P(Y = 1|X1,..., Xp) to X1,X2,..., and Xp. 

P
(
Y = 1|X1, ...,Xp

)
=

exp
(
β0 + β1X1 + ...+ βpXp

)

1 + exp
(
β0 + β1X1 + ...+ βpXp

) (7) 

Where β0,β1,..., βp are regression coefficients that were calculated 
using the dataset under consideration and maximum likelihood. The 
probability that Y = 1 for the new instance is calculated by substituting β 
with the calculated corresponding value and X with the realization of the 
new instance under consideration. The new instance is then assigned to 
class Y = 1 or Y = 0 under these circumstances: 

Y = 1|P(Y = 1)〉c (8)  

Y = 0|P(Y = 1) ≤ c (9) 

Where c is a definite threshold. 
Like other model-based procedures, the effectiveness of LR’s pre

diction depends on whether the data conforms to the model being used 
[47]. LR’s “predict_proba” method predicts the likelihood of a positive 
outcome once fitted. The following cost function is minimized by binary 
class logistic regression with regularization term r(w) [48]. 

minC
∑n

i=1
( − yilog(p̂(Xi)) − (1 − yi)log(1 − p̂(Xi))) + r(w) (10) 

According to the Table 3, there are various options for the term r(w) 
of regularizations via the penalty argument provided by scikit-learn 
[48]: 

3.4.2. K-Nearest neighbors (KNN) 
K-Nearest Neighbor (KNN) algorithm is a straightforward instance- 

based supervised ML algorithm for multi-class problems. In categoriz
ing, the distance between a fresh sample and its neighbor is used. By 
doing so, the K-nearest neighbors of each training set are found, and an 
item is assigned to the class with the most members (See Fig. 6). The 
KNN technique is an instance-based learning technique that does not 

Fig. 4. The Structure of the URL.  

Table 3 
Different options for the penalty argument.  

Penalty r(w) 

None 0 
L 1 ‖w‖1 

L 2 1
2
‖ w ‖

2
2 =

1
2
wTw 

ElasticNet 1 − ρ
2

wTw + ρ‖ w ‖1   
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presuppose any presumptions about the distribution of the data under
lying the model Fig. 5 [49]. 

The KNN method relies on the approach used to determine how far a 
new instance is from existing ones. By default, KNN uses Euclidean 
distance, which can be computed using the equation below [50,51]. 

DEuclidean(p, q) =
̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅

(p1 − q1)
2
+ (p2 − q2)

2
+ ...+ (pn − qn)2

√

(11)  

where p and q are subjects to compare with n features. Various other 
methods are also available to calculate distance, including Manhattan 
distances, Minkowski distances, Jaccard distances, etc. In a plane with p1 
at (x1,y1) and p2 at (x2,y2). Manhattan distance be calculated as: 

DManhattan(x, y) = |x1 − x2| + |y1 − y2| (12) 

The Minkowski distance of order p (where p is an integer) is 
estimated: 

DMinkowski(x, y) =

(
∑n

i=1
|xi − yi|p

)1
p

(13) 

In order to calculate Jaccard distance, there is a formula, in which A 
and B are two points that we intend to calculate the distance between 
them. 

DJaccard(A,B) =
|A ∩ B|
A ∪ B

=
|A ∩ B|

|A| + |B| − |A ∩ B|
(14) 

The parameter k in the KNN algorithm determines the number of 
neighbors that should be chosen. The proper choice of k greatly in
fluences the diagnostic performance of the KNN algorithm. An enormous 
k minimizes the effect of variance brought on by random error, but it 
also boosts the chance of missing a diminutive-yet-critical pattern. 
Finding a balance between overfitting and underfitting is essential for 
choosing an appropriate k value [52]. The square root of the number of 
features is recommended as the value of constant k. 

3.4.3. Naive Bayes (NB) 
In the context of supervised learning algorithms, Naive Bayes ap

proaches refer to a set of algorithms based on Bayes’ theorem. The 
"Naive" presumption of independence, which is conditional, is between 
every pair of characteristics of a variable within a class of variables (See 
Fig. 7). Bayes’ theorem indicates the upcoming equations for a variable 
of term y and a feature vector that depends x1 to xn: 

P(y|x1, ..., xn) =
P(y)P(x1, ..., xn|y)

P(x1, ..., xn)
(15) 

Using the Naive conditional independence presumption of 

P(xi|y,x1, ..., xi− 1, xi+1, ..., xn) = P(xi|y) (16) 

For all i, Eq. (15) can be written simpler as: 

P(y|x1, ..., xn) =
P(y)

∏n
i=1P(xi|y)

P(x1, ..., xn)
(17) 

Since P(x1,…, xn) is fixed with respect to the input, the following 
classification rule can be used: 

P(y|x1, ..., xn)∝P(y)
∏n

i=1
P(xi|y) (18) 

Resulting in: 

p̂ = argmaxP(y)
∏n

i=1
P(xi|y) (19) 

Maximum A Posteriori (MAP) calculation is used to estimate P(y) and 
P(xi|y); P(xi|y) shows how many times class y observed in the training 
set. Also, the different Naive Bayes classifiers vary particularly in the 
presumption they make in terms of the distribution of P(xi|y). Separating 
the conditional feature distributions by class means that each distribu
tion can be calculated separately as a one-way grouping, which helps 
reduce issues arising from the dimensional curse [53]. In this study, the 
Gaussian Naive Bayes algorithm has implemented by us. A Gaussian 
distribution is assumed for the likelihood of the features: 

P(xi|y) =
1
̅̅̅̅̅̅̅̅̅̅̅
2Πσ2

y

√ exp

(

−

(
xi − μy

)2

2σ2
y

)

(20)  

3.4.4. Random forest (RF) 
Random Forest (RF) is another chief machine learning method, and it 

consists of many averaged de-correlated trees or bagging. RF performs 
very similarly to boosting many problems and is simpler to train and 
tune. Consequently, RF is widely used and implemented in various 
software packages. Each tree in the RF depends on randomly sampled 
vector values, with the same distribution applied to all trees in the forest 
[54]. The generalization error goes towards a limit as the number of 
trees in the forest increases. The effectiveness of each tree and the cor
relations between them determine the forest generalization error of the 
tree classifiers. By averaging all the predictions of all the regression trees 
(B) on an unobserved example x′ after training, predictions for an un
observed example x′ can be made [55]. 

p̂ =
1
B
∑B

b=1
fσ(x′) (21) 

Fig. 8 shows an RF classification of a new sample using majority 
voting. The primary advantage of RF is that it scales well to massive 
datasets, has excellent accuracy even when a substantial portion of the 
data is missing, and is a reliable method for forecasting missing data. 
Additionally, prediction uncertainty calculates can be made as the 
standard deviation of the predictions from all the individual regression 
trees on x′. 

σμ =

̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
∑B

b=1(fσ(x′ − f̂ )2

B − 1

√

(22)  

3.4.5. Support vector machine (SVM) 
Support Vector Machine (SVM) is one of the most prevalent methods 

of machine learning. SVM examines data for classifications and re
gressions as a supervised learning model with associated learning al
gorithms. Additionally, SVM can perform non-linear classification using 
an approach known as the kernel trick, which implicitly maps their in
puts into high-dimensional feature spaces, and margin lines are drawn 
between classes (See Fig. 9). The classification error is minimized by 
drawing the margins that maximize the distance between the margin 
and the classes [56]. SVM takes advantage of some simple equations 
listed below to decide the boundary and measure distance. 

H : wT(x) + b = 0 (23) 

Here b = Intercept and bias term of the hyperplane equation and in D- 
dimensional space, the hyperplane would always be D − 1 operator. The 
distance of a given point vector Φ(x0) can be easily written as: 

Fig. 5. Representation of Logistic Regression Classification.  

M. Bahaghighat et al.                                                                                                                                                                                                                          



Journal of Information Security and Applications 77 (2023) 103553

9

dH(Φ(x0)) =
|wT(Φ(x0)) + b|

‖ w ‖2
(24)  

here ‖w‖2 is the Euclidean norm for the length of w given by: 

‖ w ‖2 =

̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅

w2
1 + w2

2 + ...+ w2
n

√

(25) 

There are several types of kernel functions available such as Linear 
(Eq. (26)), Polynomial (Eq. (27)), Rbf (Eq. (28)), and Sigmoid (Eq. (29)): 

K(x, x′) = 〈x, x′〉 (26)  

K(x, x′) = (Y〈x, x′〉 + r)d (27) 

ϒ is the influence on classification outcomes, large value for ϒ leads 
to overfitting while small value results in underfitting. For the “gamma” 
value in SVM, there are three choices; “scale”, “auto”, and float 
numbers. If "scale" is passed, then it uses 1

nfeatures×Xvar
. as value of gamma, if 

it equals to “auto”, uses 1
nfeatures

. The degree parameter specifies d, controls 
the flexibility of the classifier result and means that the feature space has 
an inhomogeneous condition consisting of all monomials: 

K(x, x′) = exp
(
− Y ‖ x, x′‖2) (28)  

Fig. 6. Representation of K-NN Classification.  

Fig. 7. Representation of Naive Bayes Classification.  

Fig. 8. Representation of Random Forest Classification.  
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where ϒ is specified by parameter gamma, must be greater than 0. 

K(x, x′) = tanh(Y〈x, x′〉+ r) (29)  

3.4.6. XGBoost 
The eXtreme Gradient Boosting is shortened to XGBoost. It is an 

expandable and valuable development of Friedman’s gradient-boosting 
paradigm [57,58]. Sequential decision trees are created using this al
gorithm (See Fig. 10). XGBoost relies heavily on weights. All indepen
dent variables are weighted and entered into a decision tree that predicts 
outcomes. Then, the decision tree gives greater weight to mispredicted 
variables. Afterward, these individual classifiers/predictors are com
bined to give a more robust and accurate model [59]. with Eq. (30), 
XGBoost predicts the outcome as 0 or 1. 

ŷ(t)i =
∑t

k=1
fk(xi) (30) 

In Gradient boosting for classification the sum of the trees is 

FM(xi) =
∑i=1

m
hmxi (31) 

There is no homogeneity between Eq. (31) and a prediction: it cannot 
fall into a class because the trees predict continuous values. There is a 
loss-dependent mapping between value FM(xi) and class or probability. 
Using the log-loss model, the probability that xi belongs to the positive 
class is calculated as follows: 

p(yi= 1|xi) = σF(FM(xi) (32) 

Where σF is the sigmoid or expit function and even for classification 
tasks, the hm sub-estimator is still a regressor, not a classifier. This is 
because the sub-estimator is trained to predict the (negative) slope, and 
we know that gradients are always of continuous magnitude [48]. 
Regularization strategies that scale the contribution of weak learners by 
v were proposed by [58]: 

Fm(x) = Fm− 1(x) + vhm(x) (33) 

In gradient descent, v has the effect of scaling the step length; this 
parameter can be set using the eta parameter, which is one of the most 
crucial hyperparameters to tune. 

3.5. Dimensionality reduction 

In the scenario where the data objects consist of many attributes, it is 
often advantageous to reduce the dimension of the data (describe the 
data in fewer attributes) to improve the efficiency and accuracy of the 
data analysis process. In statistics, problems are sometimes referred to as 
"Big p, Small n;" (in a given dataset, the predictors or input features are 
called "p" while the number of rows in the dataset is "n "). In other words, 
these examples are extreme instances where dimension reduction 
(DR…) is vital since the number of explanatory variables p is far more 
than the number of samples n. In order to tackle the so-called curse of 
dimensionality, as part of the data analysis or as a pre-processing step. 
Data models are frequently simplified by dimension reduction tech
niques. As a result, it will be necessary to identify a low-dimensional 
representation that matches the original high-dimensional data set in 
order to achieve this task. Using a reduced representation, tasks such as 
classification and clustering can often be performed more accurately and 
more easily interpreted while also reducing the computational cost 

Fig. 9. Representation of Support Vector Machine (SVM) classification.  

Fig. 10. Representation of XGBoost classification.  
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significantly [60]. 
There are several choices for the dimension reduction purpose, 

which depends on the desired model. We chose to work with Principal 
Component Analysis (PCA) and Linear Discriminant Analysis (LDA) in 
our study. 

3.5.1. Principal component analysis (PCA) 
PCA is an unsupervised algorithm which can be used to reduce the 

number of features is supervised models. A key component of PCA is the 
covariance matrix of the data C = 1

n− 1 XXT . On the diagonal in C, the 
variance of each feature is captured, and on the off-diagonal terms, the 
variance between the corresponding pairs of features is quantified. PCA 
aims to eliminate all covariance terms from the data, for instance. CPCA is 
produced by diagonalizing C. In this transformation, the rows of P 
represent the eigenvectors of XXT, while the columns represent the rows 
of Y = PX. 

CPCA =
1

n − 1
YYT⇒

1
n − 1

(PX)(PX)T (34) 

CPCA calculates variance by moving the ith diagonal entry in the di
rection of the principal component corresponding to the data set. As a 
result of the reduction in dimension, the fewer principal components are 
discarded. The dimension of P is equal to (k × p) where k is the number 
of undiscarded principal components [60]. 

3.5.2. Linear discriminant analysis (LDA) 
A dimensionality reduction technique called Linear Discriminant 

Analysis (LDA), Normal Discriminant Analysis (NDA), or Discriminant 
Function Analysis (DFA) is widely used to solve supervised classification 
problems. This technique is used to project features from a higher- 
dimensional space into a lower-dimensional one. LDA creates a new 
axis based on two criteria:  

• Ensure that the distance between the two classes is as considerable as 
possible.  

• Attributes found on the domain properties  
• Reduce the variation within each class as much as possible 

With the use of this newly generated axis, the separation between 
data points of the two classes can be increased. Using the aforemen
tioned criteria, this new axis is generated, and all data points within the 
classes are projected onto it [60]. 

3.6. Performance evaluation 

It is considered that the detection of phishing websites is a binary 
classification that reveals two possible outcomes for a particular web
site: it could be a phishing site or it could be legitimate. For such clas
sification, there are typical metrics used in the literature to evaluate 
classifier performance, mainly accuracy, F1 score, precision, specificity, 
sensitivity, Jaccard index record, and Dice coefficient [29,61]. In these 
formulas, True Positives (TP) are the number of classified examples that 
belong to one of the correctly classified classes. TN or True Negatives are 
the number of samples that are categorized precisely and do not belong 
to either class. False positives (FP) are the number of samples incorrectly 
assigned to one of the classes or the number of samples assigned to a 
class that does not belong to it. Finally, FN stands for False Negatives, 
the number of samples classified because they belong to any class but 
not to that class [29]. 

Accuracy =
TP + TN

TP + FP + TN + FN
(35)  

Specificity =
TN

TN + FP
(36)  

Sensitivity (Recall) =
TP

TP + FN
(37)  

Precision =
TP

TP + FP
(38)  

Jaccard index score =
TP

TP + FP + FN
(39)  

Dice coefficient =
2 × TP

2 × (TP + FP + FN
(40)  

F1 − score = 2 ×
(Precision× Recall)
(Precision+ Recall)

(41) 

To introduce Receiver Operating Characteristic Curve (ROC) and 
Area Under ROC Curve (AUC), we have to discuss True Positive Rate 
(TPR) and False Positive Rate (FPR). TPR and FPR can simply be 
calculated by the following equations. 

TPR =
TP
P

(42)  

FPR =
FP
N

(43) 

A ROC curve is a plot of the performance of a classification model at 
every threshold at which it is tested. TPR and FPR are plotted on this 
curve. As we discussed earlier, AUC is the area under the ROC curve. 
This means that AUC measures the area beneath the entire ROC curve 
(think integral calculus) from (0,0) to (1,1). In addition to providing a 
measure of performance across all classification thresholds, AUC also 
provides a measure of consistency. AUC can be viewed as a measure of 
the probability that the model ranks a random positive example higher 
than a random negative example. 

4. Experiments and results 

In this work, we have targeted designing and implementing a high- 
accuracy ML-based PWD system. The public dataset collected by 
Vrbančič, G. [27] has been considered in our implementations. It has 88, 
647 instances and 112 attributes, which makes it remarkably steadfast. 
Our experiments were run on a Lenovo device with a 2.5 GHz Intel Core 
i7 processor and 16 GB DDR4 RAM. The python programming language 
is used with several pre-developed libraries to test the proposed PWD 
system. After performing SMOTEENN on the dataset to balance it, the 
number of non-phishing and phishing instances are shown in Table 4, 
and the number of instances in the imbalanced dataset. 

As it has already been discussed, the next stage is to drop constant 
features. In our study, 13 constant features dropped, which do not 
change in any instances (the variance of those features was zero), as can 
be noticed in Table 5. 

4.1. Data visualization 

A general dataset consists of quantitative and qualitative data. 
Quantitative data has only numbers, while qualitative data consists of 
other kinds of information. Structured and unstructured qualitative data 

Table 4 
The distribution of phishing and legitimate instances in the imbalanced and the 
balanced dataset.  

Label No. of samples 

Imbalanced dataset Balanced dataset 

Legitimate websites (labeled as 0) 58,000 46,728 
Phishing websites (labeled as 1) 30,647 48,849 
Total instances 88,647 95,577  
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are classified according to how they are gathered, organized, kept, and 
presented. Similarly, there are two types of quantitative data: contin
uous and discrete. It is typically represented using decimal or floating- 
point numbers and can take any value within a range. In our study, as 
mentioned, all instances are numbers, integers, and floats. Extracting 
useful information from numbers is more challenging than other types, 
but it is indeed helpful. 

Fig. 11a represents the attribute "time_response" in the dataset. It is 
the search time (response) domain (lookup) of websites considering the 
phishing feature (target feature), which is differentiated by different 
colors. It can be easily noticed that a vast majority of websites responded 
in less than ten milliseconds, regardless of being phishing or legitimate. 
There are several instances (5860 out of 88,647) in which the response 
time and the domain activation time are less than zero, which means 
that these websites records could not be achieved, and -1 is replaced 
[27]. 

Fig. 11b and c show the distributions of domain activation time and 
domain expiration time (‘time_domain_activation’, ‘time_
domain_expiration’), respectively. The ‘time_domain_activation’ attri
bute is the time of domain activation (in days), and the 
‘time_domain_expiration’ is the time left until the domain expires (in 
days), which are two most significant contributors to detecting phishing 
websites, along with response time. 

The following two plots (Fig. 12a and b) show the relation between 
the number of resolved IPs and the time-to-live (TTL) value associated 
with the hostname for the phishing (target) feature, respectively. There 
are some outliers, which we handle to feed our algorithms, but in 

general, it can be seen that legitimate websites have higher values for 
both resolved IP and TTL. On the contrary, phishing instances have 
much higher density in smaller values. 

4.2. Examined scenarios 

In our study, various algorithms, including LR, KNN, NB, RF, SVM, 
and XGBoost, are examined in different scenarios depending on a 
balanced/imbalanced dataset, dropping/not dropping constant features, 
and with/without dimension reduction. According to Table 6, this can 
lead to eight distinct scenarios in our experiments: 

For the dimension reduction phase, we decided to examine the al
gorithms with PCA and LDA for ease of use and, more importantly, faster 
run-time. The obtained results indicate that PCA outperforms LDA and 
the results which are used in the following tables are from the PCA 
method. The overall accuracy for KNN and SVM are shown for all eight 
scenarios in Table 7 and Table 8, respectively: 

This trend is similar for all other classifiers in scenarios S5, S6, S7, 
and S8, which is a solid proof to deal only with the original dataset 
without any dimension reduction. The fixed conditions for all algo
rithms are the training and test set sizes (80% and 20%, respectively) 
and ten-fold cross-validation. 

We train the classifiers with default hyperparameters as a base 
evaluation for further comparison. Every algorithm has several influ
ential hyperparameters that, when they are tuned efficiently, lead to 
higher accuracy. With this in mind, for each algorithm, we set all but one 
hyperparameter fixed in each study to find the optimal value. We repeat 
this procedure to find the optimal value for all hyperparameters. Even 
though all these hyperparameters and their values are important, several 
of them are much more essential to increase the accuracy of classifiers, 
and we choose the most crucial hyperparameters which play the most 
vital roles in achieving the highest accuracy. Table 9 illustrates the re
sults of hyperparameter tuning in our study for each algorithm. 

Then Tables 10–13 shows the performance of all algorithms after 
hyperparameter tuning for the first four scenarios regarding the accu
racy, precision, recall, F1 score, specificity along with TP, TN, FP, and 
FN values. 

Fig. 13 is derived from Tables 10–13. It indicates that the best sce
nario is the fourth scenario (S4), when the dataset is balanced, the 
constant features are dropped, and dimension reduction is ignored. 
According to Fig. 13, the XGBoost outperforms all other algorithms with 
the Accuracy of about 99.2% in Scenario S4. 

We also tested the validity of the fourth scenario (S4) (the best 

Table 5 
Constant features description.  

Row Feature Description 

1 qty_slash_domain the number of (/) in the domain 
2 qty_questionmark_domain the number of (?) in the domain 
3 qty_equal_domain the number of (=) in the domain 
4 qty_and_domain the number of (&) in the domain 
5 qty_exclamation_domain the number of (!) in the domain 
6 qty_space_domain the number of (" ") in the domain 
7 qty_tilde_domain the number of (~ ) in the domain 
8 qty_comma_domain the number of (,) in the domain 
9 qty_plus_domain the number of (+) in the domain 
10 qty_asterisk_domain the number of (*) in the domain 
11 qty_hashtag_domain the number of (#) in the domain 
12 qty_dollar_domain the number of ($) in the domain 
13 qty_percent_domain the number of (%) in the domain  

Fig. 11. Response time, Domain activation, and the expiration time for the Phishing feature.  
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scenario to work with) with ROC_AUC score in Table 14. The acquired 
results indicate that our model is absolutely reliable in detecting 
phishing websites. 

4.3. Confusion matrix for all the algorithms 

We are partial to discussing TP, TN, FP, and FN more. In this regard, 
the confusion matrix (CM) has depicted in Fig. 14 for all six algorithms 
but only for the best scenario (Scenario S4). The CM is a valuable matrix 
used in many analyses to evaluate the performance of a given classifier 
for an available test set. The results show that XGBoost in the fourth 
scenario not only can hit the highest record of accuracy but also it can 
reach a minimum FP compared to other algorithms. The FP is a funda
mental index in the phishing website detection (PWD) problem. If a 
legitimate site is considered a phishing one by an AI-based software, 
from a legal perspective, it can lead to judicial complaint consequences. 

On the other side, if a phishing website is introduced as an ordinary 
website, it can be tolerated somehow as a machine error, and the owners 
(criminals) will certainly not be dissatisfied with this wrong result. In the 
following figures, the Confusion Matrix for all the algorithms for the best 
scenario (S4) have been depicted. 

Regarding classifiers, the best results were evidently obtained by 
XGBoost compared to other algorithms. However, all the algorithms 
perform outstandingly, with accuracies of more than 93% for each, 
which has shown significant improvements compared to other works. In 
addition, Table 14 demonstrates a deeper comparison between all the 
algorithms with the report of overall accuracy, precision, recall, F1- 
score, and specificity in percentage. 

As mentioned earlier, we examined all six algorithms in eight 
different scenarios and proved that all the algorithms perform better 
under the fourth scenario by comparing the results of KNN. In Table 15, 
we compare our best model’s accuracy in all scenarios for XGBoost. 
After hyperparameters tuning and examining deeply, it has been 
revealed that XGBoost performs best out of those algorithms in this 
study. 

Fig. 12. Number of resolved IPs and time to live (TTL) considering the Phishing feature.  

Table 6 
Examined scenarios in our study. BDB: Balanced Database, DCF: Drop Constant 
Features, and DR…: Dimension Reduction.  

Scenarios BDB DCF … 

S1 × × ×

S2 × ✔ ×

S3 ✔ × ×

S4 ✔ ✔ ×

S5 × × ✔ 
S6 × ✔ ✔ 
S7 ✔ × ✔ 
S8 ✔ ✔ ✔  

Table 7 
Comparing the overall accuracy of KNN algorithm in all simulation scenarios before hyperparameter tuning.   

Without dimension reduction With dimension reduction (PCA) 

Scenarios S1 S2 S3 S4 S5 S6 S7 S8 

Accuracy (%) 95.350 95.356 96.393 97.702 95.290 95.291 96.242 96.243  

Table 8 
Comparing the overall accuracy of the SVM algorithm in all simulation scenarios before hyperparameter tuning.   

Without dimension reduction With dimension reduction (PCA) 

Scenarios S1 S2 S3 S4 S5 S6 S7 S8 

Accuracy (%) 94.423 94.423 95.21 95.275 94.145 94.140 94.939 94.940  

Table 9 
Results of hyperparameters tuning for all the algorithms.  

Algorithms Hyperparameter tuning results 

Logistic Regression penalty = none, C = 100, solver = newton − cg 
KNN metric = manhattan, nneighbors(K) = 1 
Naive Bayes varsmoothing = 0.000132195 
Random Forest criterion = Gini, maxfeatures = sqrt, nestimator = 1000 
SVM kernel = Rbf, C = 100 
XGBoost eta = 0.5518  
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Regarding the prediction runtime of the algorithms, we made a 
comparison between the fourth and the eighth scenarios in Table 16. 
Considering the results of our developed model, which shows its ability 
to detect phishing websites in around 1500 milliseconds (1.5 s), we can 
conclude that it is a real time model. Therefore, it can be used to detect 
online phishing in real-world situations with absolutely reliable results. 
Further, in many cases, blacklists of phishing websites are created using 
these kinds of models. Once this list has been compiled, it can be fed into 
various search engines and sources so that they can be blocked. Due to 
its high accuracy of 99.2%, our model is also suitable for this purpose, so 
it can be used in real-time or offline and is suitable for a wide range of 
applications. 

As it is clear from Table 16, as a result of dimension reduction, al
gorithms run more quickly, and it is perfectly aligned with what we 
know about this phenomenon. It is important to note that even though 
the runtime in S8 is shorter in comparison to the fourth scenario, the 

Table 10 
Performance comparison (%) of all the algorithms after hyperparameter tuning for the first scenario (S1).   

Accuracy Precision Recall F1-score Specificity TP TN FP FN 

LR 93.16 89.07 91.5 90.50 94.05 5606 10,910 690 524 
KNN 95.36 93.45 93.08 93.26 96.55 5706 11,200 400 424 
NB 78.62 88.23 44.02 59.01 96.89 2699 11,240 360 3431 
RF 97.10 95.51 95.97 95.74 97.62 5883 11,324 276 247 
SVM 94.43 91.33 92.67 91.99 95.35 5681 11,061 539 449 
XGBoost 96.93 95.56 93.13 95.52 95.35 5854 11,328 272 276  

Table 11 
Performance comparison (%) of all the algorithms after hyperparameter tuning for the second scenario (S2).   

Accuracy Precision Recall F1-score Specificity TP TN FP FN 

LR 93.17 89.09 91.52 90.52 94.07 5606 10,910 690 524 
KNN 95.40 93.47 93.10 93.28 96.56 5706 11,200 400 424 
NB 97.12 88.23 44.02 59.02 96.89 2699 11,240 360 3431 
RF 97.12 95.52 95.96 95.72 97.63 5882 11,326 274 248 
SVM 94.49 91.35 92.67 92.01 95.35 5681 11,061 539 449 
XGBoost 96.93 95.57 93.14 95.54 95.36 5854 11,328 272 276  

Table 12 
Performance comparison (%) of all the algorithms after hyperparameter tuning for the third scenario (S3).   

Accuracy Precision Recall F1-score Specificity TP TN FP FN 

LR 93.95 92.50 95.38 93.93 92.13 10,833 10,443 880 490 
KNN 96.40 95.71 97.14 96.44 95.64 11,000 10,829 494 323 
NB 70.18 93.31 43.46 59.30 96.84 4920 10,968 355 6403 
RF 97.95 97.51 98.41 98.00 97.48 11,142 11,038 285 181 
SVM 95.28 95.43 96.25 95.34 94.30 10,898 10,678 645 425 
XGBoost 97.81 97.60 98.02 97.84 94.31 11,098 11,046 277 225  

Table 13 
Performance comparison (%) of all the algorithms after hyperparameter tuning for the fourth scenario (S4).   

Accuracy Precision Recall F1-score Specificity TP TN FP FN 

LR 95.3 94.1 96.8 95.5 93.7 9466 8759 587 304 
KNN 98.3 97.9 98.7 98.3 97.8 9652 9145 201 118 
NB 93.0 90.9 96.1 93.4 89.9 9388 8404 942 382 
RF 98.9 98.5 99.3 98.9 98.4 9707 9200 146 63 
SVM 98.3 98.2 98.5 98.3 98.1 9617 9142 204 153 
XGBoost 99.2 99.1 99.4 99.2 99.1 9708 9260 86 62  

Fig. 13. Accuracy (%) of all algorithms for the best scenario (S4), after 
hyperparameter tuning. 

Table 14 
ROC_AUC score for the fourth scenario (S4) after hyperparameter tuning.  

Algorithms LR KNN NB RF SVM XGBoost 

ROC_AUC score (%) 95.30 98.32 93.01 98.91 98.13 99.21  
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accuracy is relatively high, and in phishing detection studies, having an 
accurate model is of utmost importance. S8’s runtime does not appear to 
be significantly lower than S4’s. As a result, it is well appropriate to 
select S4 as a method to deal with phishing attacks. 

For a machine learning model to identify fishing websites, the run 
time may be critical depending on the application and environment. In 
some circumstances, such as real-time monitoring of web traffic for 
potentially malicious activity, it may be essential to have a model that 
can generate predictions quickly and in real-time. However, when 
analyzing historical data in order to identify patterns and trends, the 
runtime of the model may not be as important.  It may not be crucial to 
reduce the run time for identifying fishing websites when the model is 
used offline, such as for analyzing historical data or executing batch 
processing. In order for the model to be able to keep up with the 
incoming data streams and make accurate predictions, run time must be 
minimized if the model is to be used for real-time traffic monitoring. 
Considering the real-time runtime, our developed model has an overall 
runtime of 0.869 (for XGBoost and S8), 0.630 s (for NB algorithm and 

S8), and 0.541 s (for LR algorithm and S8), which makes it completely 
useful for real-world situations and real-time systems. 

Moreover, based on what has been discussed throughout the study, 
there is a combination of theoretical and experimental analysis in our 
work. In terms of experimental analysis, models were developed in the 
experimental analysis area since we experimentally concluded that al
gorithms performed well and examined the relationships between each 
instance. A further example of experimental analysis would be choosing 
the best algorithm, balancing the dataset, and removing constant fea
tures from the dataset. In terms of theoretical analysis, as discussed in 
our work, XGBoost outperformed other algorithms. XGBoost, which has 
outperformed other algorithms in this study, was developed through 
theoretical analysis to prove its performance and development [62]. 
Therefore, our work is theoretical in nature. 

Finally, we made a comparison with other studies in the literature. As 
it can be seen in Table 17, our research outperforms the vast majority of 
other studies. The highest accuracy has been achieved while we exam
ined six different algorithms in eight unique scenarios, making it an 
unprecedented and comprehensive study. 

5. Conclusion and future work 

Phishing attacks rise as everything goes through the internet, such as 
banking systems and e-commerce. The industry and Internet users suffer 
enormous economic losses as a result. As such, developing practical 
solutions that provide high accuracy and fast response times when 

Fig. 14. Confusion matrix for all classification algorithms. 
(a): LR, (b): KNN, (c): NB, (d): RF, (e): SVM, (f): XGBoost. 

Table 15 
Results of XGBoost in examined scenarios after hyperparameter tuning.  

Scenarios S1 S2 S3 S4 S5 S6 S7 S8 

Accuracy (%) 96.9 96.9 97.8 99.2 96.1 96.1 97.1 98.5  

Table 16 
Comparing the runtime of algorithms for the fourth and the eighth scenarios (S4 
and S8) in seconds (s).   

Run time (s) 

Algorithms S4 S8 

LR 1.1326 0.541 
KNN 3.8577 1.294 
NB 1.2891 0.630 
RF 1.9800 1.230 
SVM 6.9947 3.070 
XGBoost 1.571 0.869  

Table 17 
Performance comparison with other studies.  

Study Accuracy (%) 

Our method 99.22 
[9] 98.42 
[34] 90.36 
[32] 96.87 
[24] 94.6 
[10] 97.98  
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detecting phishing attacks is necessary [63,64]. 
As everything moves online, such as banking systems and e-com

merce, phishing attacks are on the rise. A significant amount of eco
nomic damage is caused to the industry and to Internet users as a result. 
Thus, it is necessary to develop practical solutions that provide high 
levels of accuracy and fast response times when detecting phishing 
attacks. 

The purpose of this study was to examine a relatively large dataset 
with multiple features that were capable of identifying phishing web
sites. These features are derived from hyperlink information provided in 
the source code of the website, along with other information gathered 
from multiple sources. On this dataset, which contains 88,647 instances, 
58,000 legitimate, and 30,647 phishing instances, along with 111 fea
tures with labeled output, we have trained classification algorithms such 
as LR, KNN, NB, RF, SVM, and XGBoost. A number of constant attributes 
were dropped in this study in order to reduce run-time and improve the 
accuracy of the model. Additionally, SMOTEENN has been used to bal
ance the dataset so that the highest level of accuracy can be achieved. As 
a result of balancing the dataset, 95,577 instances were identified, of 
which 46,728 are legitimate and 48,849 are phishing. 

On a very large and high-dimensional dataset, we have conducted 
our experiment in a considerable amount of space, including eight 
different scenarios covering all six algorithms. As a result, the models are 
highly efficient, with an accuracy of more than 93%, which is unique 
among the related works. In our simulations, the XGBoost classifier 
outperformed the other classifiers in the classification of phishing 
websites, with 99.1% precision, 99.4% recall, 99.2% F1 score, 99.1% 
specificity, and 99.22% overall accuracy rate. In addition, the dataset 
has been balanced, and all constant features have been removed. Ac
cording to the results, neither Principal Component Analysis (PCA) nor 
Linear Discriminant Analysis (LDA) was able to enhance the overall 
accuracy of the model. With its high accuracy and low error rates, along 
with fast runtime of around 1.5 s in S4 and 0.86 s in S8, the proposed 
approach offers an exceptional phishing website detection strategy. 

However, there might be minor limitations in our work that we are 
planning to consider the following ideas to cover in our future works: (i) 
increasing the number of instances, especially phishing ones, in the next 
datasets (ii) implementing a variety of deep learning-based algorithms 
to examine the differences and obtain even higher accuracy, (iii) 
allowing the model to be used in real-time while reducing its run time. 
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